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Conversation triggers and opportunities
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End-of-Sale and End-of-Life Announcement for the Cisco ASA 5550 Adaptive

Security Appliances

HOME EOLS168 Downloads
u ( ISCO AS A PRODUCTS & SERVICES Cisco announces the end-of-sale and end-of life dates for the ~ 51*>>=2m s e
SECURTY

= Cisco FWSM

TURE

END-OF-LIFE AND END-OF-SALE
NOTICES

Cisco ASA 5550 Adaptive Security Appliances. The lastday to =250 Acaotie Secumy Anpiance ggﬂgf\nsc';s
order the affected product(s) is Sep 16, 2013. € f

with active service contracts will continue to receive support

from the Cisco Technical Assistance Center (TAC) as shown in Table 1 of the EoL bulletin.
Table 1 describes the end-of-life milestones, definitions, and dates for the affected product
(s). Table 2 lists the product part numbers affected by this announcement. For customers

End-of-Sale and End-of-Life with active and paid service and support contracts, support will be available under the
Announcement for the Cisco terms and conditions of customers' service contract.

ASA 5550 Adaptive Security

Appliances

‘This end-of-sale notice is part of a broader end-of-sale announcement for the Cisco ASA 5500 Series appliances that covers ASA

5510, ASA 5520, ASA 5540, and ASA 5550, including hardware accessories. Please refer to the respective end-of-sale notices for
more detail. Software licenses on the Cisco ASA 3550 have not reached their end-of-sale date. The Cisco ASA 9.11s the last
software release that will be supported on ASA 5550 and other ASA 5500 appliances that have reached their end-of-sale date.
Customers are encouraged to migrate fo the newer ASA 5500-X Series of next-generation firewalls (NGFW), which includes the
ASA 5512-X, ASA 5515-X. ASA 5525-X. ASA 5545-X, and ASA 5555-X.

=  Juniper SRX
= TiH

= DC consolidation (Cisco Cat 6K - Nexus)

= Virtualization projects
= Private cloud projects
= Zero Trust network segmentation
= B2B Partner Extranet

= Public Websites
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Saying the right things to the right people

The evolution of the
“Server Guy” (Windows)

Can deploy 1000 servers
in a single click

Afraid that security will
take away the “Easy
Button”

VM IT Admin Network IT Admin

Policies

Security IT Admin

Owns data center budget
for switch refresh

Wants security solutions
that work best with the
networking infrastructure

Afraid that security will
impact network
performance, availability,
uptime

Worried we’re unproven in the
data center (operations, support,
training)

May not understand virtualization
and cloud security challenges
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61 | ©2014, Palo Alto Networks. Confidential and Proprietary.

8 paloalto



Panorama ERER ] EhHE D ERIREE !

Panorama Policy
& Config r

Software/Content/License Updates

Local Policy Local Firewall
& Config Admin

|
|
: 75 8 7 A

@ Config Templates Reports
— Device Group Policy T

alalal

Y === «---------- ====x
Role-based Panorama Log Collector )
Admin |

R [ £ 1 @ Config Templates !

R O — Device Group Policy Logs
|
|

Device Administration | m
e/ Local “olicy Local Firewall

Panorama Policy & Config Admin
& Config A HE P

0 paloalio

62 | ©2014, Palo Alto Networks. Confidential and Proprietary. NETWORKS




RE AR & 1128

!
VM-Series for VMware % L]

vSphere (ESXi) VM-Series fog [C)Z;'zrix NetScaler VM-Series for VMware NSX

, = -SharePaint - —

— - Exchange - -
=

85 ——— SAP—-—
—

A\

ADC | senies

___________________________

VM-1000-HV

NSX vSwitch Network Services Insertion

VMware ESXi

Hypervisor

vSwitch

Citrix Netscaler SDX

« VM-100, VM-200, VM-300 7E | * VM-100,VM-200, VM-3007 Citrix | = VM-Series for NSX 5VMware ngf
VMware ESXi“F-& FAENEHL NetScaler SDX*V- & FAE NEHLE Panoramati 1~ & — Ay 55 il
KPS FHLEE &

. . - =R, ;

o VENEIINSHE K —3 5, |« NEES KCitrix AR— Y [ A B A 0 ) 348 5 0

H2 AL AR — 8 i I A XenApp/XenDesktop# B4 it 4
A IADC A 2 4 il 5%

] paloalto
U I.
63 | ©2014, Palo Alto Networks. Confidential and Proprietary.

NETWORKS




AVR 5
AT AL AU i 5

palozio

NETWORKS

the network securi ty company”



iy Application Visibility Report (AVR) 15
= X ANHATIRE, BeH T B T s g

= Uit FIRMETER, 2 EeEks, YA
o AN NINE =,

© 2009 Palo Alto Networks. Proprietary and Confidential M palo

NNNNNNNN



AVRHI & 184 E AR
= RATEEE A PRE - AVR. BATRAT N FRRE PRI, I
AV TT RN L B E T

. BRI, BAVEWESE, RAO1CH AR IR . RA1IE 2
5, HEPESS R IR S VR

= A LHAVRE B (FENRASE R G BAT— ARG AR AR

eeeeee © 2009 Palo Alto Networks. Proprietary and Confidential M palo

NNNNNNNN



AVR 774

= Tap Mode % 3% B H AR AR 7] LA

= i EJE S device->Support->Stats Dump File 3R #5305
A

« Efili https://avr.paloaltonetworks.com/
= FRPCAERIRIE R ] PLFE N, SIA] PLLE SR 0 i AR a2
= AN, EAERRNREE S, s “create report”

o PTG M S (WEFRES -, P AR, RERARE)
7 R AVRIR 5

= PDFER

NNNNNNNN


https://avr.paloaltonetworks.com/

AN

AVR JE = I

= PR EAE

= B HIAVRIR A AR A B, IR A
SR PR AR AT S0 6

1B S 7 o 1 50 = AT =G = AV = I ol R -
PR As CnAS A B b F A% =R =)

paloalio



R4V IIES

paloz'io

NETWORKS

the network security company”



Our evolution

éﬁ

Product Industry




1TV S% B App- 1D X Sl

AppDs

- o for Incdusiries
FE R FRAT TR ARAIE 28 7 S0 FET . FH

Al App-IDI R T s > sty /7 High-tech

Hh Software Dev.

AT AT CASR LA B 5] 77 B R N -

. SCADA / ICS

= JLARACCHITEIR

o AT AR SN FH Healthcare
Financial
Services



palo = English | 1.866.320.4788 | Support | Resources | Research |Search » |
METWORKS PRODUCTS  SOLUTIONS SERVICES PARTNERS CUSTOMERS COMPANY CAREERS  CONTACT

Home > Solutions > Firewalls for All IT Industries - Palo Alto Networks

Cybersecurity impacts every industry in different ways. One constant is the ongoing pressurg

new systems, applications, and devices. How can you enable change and deploy innovative
on time and on budget but without compromising your security?

Our network security solutions give you full visibility and control over all traffic based on appli
protocols, users, and content - even in the most remote and specialized corners of your netw|
Alto Networks, you can better manage and protect the complex and ever-evolving ecosyste
technologies upon which your industry relies.

GOVERNMENT HEALTHCARE

On our web site 5
iIndustries

SCADA & INDUSTRIAL CONTROL

The unabated rise of cyberthreats targeting Like many of your peers in the healthcare
governments and critical infrastructure has made industry, you might be going through a
protecting networks and information systems a technology revolution to improve efficiencies
strategic priority for governments worldwide. and to satisfy new regulations. Palo Alto
Adopting new applications and innovative Networks can help. Our next-generation
technologies to remain competitive is a must, but firewalls allow you to define and enforce the
they bring new vulnerabilities and add complexity acceptable use of new technologies and

and new challenges to your network security. applications on your network. Regardless of the

state of your network, you can easily and safely
transition to our security platform and rapidly
improve your cybersecurity posture.

LEARN MORE > | LEARN MORE > |

EDUCATION FINANCIAL SERVICES

Insufficient security and unpatched, highly
vulnerable legacy systems combined with a
more sophisticated threat landscape targeting
critical infrastructure, has made improving
cybersecurity in SCADA/ICS networks more
important than ever. Palo Alto Networks unique
approach to network traffic control, threat
prevention, and central management protects
your key infrastructure from cyberthreats and
ensures network availability.

LEARN MORE >

| | | | | # palo
Copyright © 2014, Palo Alto Networks, Inc. All Rights Reserved. Palo Alto Networks Proprietary and/or Confidential. For Palo Alto Networks internal use only and as permitted by Palo Alto Networks for its authorized partners. NETWORKS



P !

Q&A

paloalio

the network security company”



RN

paloalio

74 | ©2012, Palo Alto Networks. Confidential and Proprietary. NETWORKS




Neov NS ee

=t
Pl
N

Palo Alto Networks Platform

App-1D
SRR

Content-ID

7774 A 27

User-ID

R

M paloalt
lo Alto Networks. Confidential and Proprietary. pa OFQTWORKOS




App-ID

paloz|fo




App-ID =1 H A
— AN — )7 B, — A B — 1 B SR g

KNOWN PROTOCOL DECODER

App-ID ; :
Decryption e Check

[SSL or SSH) ¢ Signatures
—_— Start [

> Check —» — Check Application — —_ IDENTIFIED TRAFFIC [NO DECODING) EE——

IP/Port Signatures
EEE—— _
UNKNOWN PROTOCOL DECODER

Hr s A sE, AT REARE, R RESIRGS
P s, Fra RN HRERE, B s

BE RN AERRZEHE R NHAEFE—RE



PRAS LI+ WL FH 42 1)

Sy

—’%% N Allow/ ; .
. oW 5 | Deny
MiT=En - A Ay
R — 5
T N ¥ T R B 75 S 2
EFE#L; B K 355 SR R 3R TFE #2; N SRR I vk
tcp/22 >
080 L—»@ allow ssh ‘ Fﬁfﬁﬁﬂﬁﬁlﬂ:
;'-3 deny youku g;ﬁ;’;ﬁmﬂa
tcp/443 >
g deny gmail
Fﬁi]ﬂ%%ﬁ%ﬁllﬁ ] RK....
FOVF I PR3 A A B ﬁﬁ eSS bul
A5l FH B A v i 11 B3R H5 R AR 1 3im 11 (SSL, SSH, MySQL, Telnet)
T B 1) 1) 8 FH

SRS AL e 2 AN B — 2

0 paloalio

NETWORKS




App-ID vs. HAih 5 i

Palo Alto Cisco Check
Networks Point

1528 )3 F app-1DVG?

BRAE B35 TR i 1 15 2 No No No No
B SR MG 24 ) 2 No No No No
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User-ID vs. HAh 5 R

Palo Alto Cisco Check
Networks Point

Active Directory

LDAP No No No
eDirectory No No No No
Citrix No No No No
Microsoft TSE No No No No
Microsoft Exchange No No No No
XML API No No No No
Proven in production since 2008 2011 ?7?7? 2010 2011
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- qg-file-transfer
bittorrent

- msn-file-transfer

- flashget

B rotiile

4  gg-download

imesh
4 skydrive
4  4shared
office-live

e
- webdav
- gnutella

4 web-browsing
4 flash
mabile-me

-rﬁs

4  apple-appstore

atom
- hitp-audio
4 itunes

4  pandora-tv
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general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
media

media

media

media

media

file-sharing
file-shiaring
file-sharing
file-sharing
file-shiaring
file-sharing
file-sharing
file-shiaring
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-shiaring
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
audio-streaming
audio-streaming
audio-streaming
photo-video
photo-video

IEIRYRED)

client-server
client-server
peer-to-peer
peerto-peer
peer-to-peer
browser-based
peer-to-peer
peer-to-peer
browser-based
browser-based
client-server
peer-to-peer
browser-basad
peer-to-peer
browser-based
browser-based
browser-based
client-server
client-server
client-server
browser-based
client-server
browser-based
browser-based
browser-based

232,193,980
146,344 787
101,735,542
25,170,806
7,750,052
6,715,750
3,073,367
2,979,591
675,168
176,511
111,556
32,680
18,665

8,082
20,648,307 675
6,708,313,036
31,107,385
10,051,799
30,507

21,041
592,380,079
151,967,582
82,245
1,624,626,968
817,891,676

951
516
8,347
174
1,158
49
893
63
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1,191

pa lONETWOHKS



JAUSE . FH 5 S ALY 55 XU

N FIRE P SO o 5 S e

36308 Bl A 34 H At N FH R 7 ) 8 70 RT3 3505 I ) XU 5
= 3 TH AR S T s E A,

1117 7 52 8% 1 AT AT VIR B0ty X TR e AT 5 Nl 553 B AU

Operational .
Cost Froduch'-.rlt'_l.f
11% 16%

Compliance

1% Business

Continuity
24%

Data Loss

BENENFEFNLSARBHES.



SharePoint#t & 2|

As seen by the network security infrastructure

STATEFUL | TCP/80(HTTP]or TCP/443 [HTTPS)
INSPECTION
PROXY | Web session or SSL connection

URL FILTERING

Category: Unknown

IPS

Invisible

SharePoint

SharePoint Administration
SharePoint Documents
SharePoint Wiki
SharePoint Blogging
SharePoint Calendar
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